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FULLY INTEGRATED | HISTORICAL FORENSICS | HARDWARE CAPTURE

CaptureGUARD Overview
= Direct physical memory capture from DRAM

= PCIe and ExpressCard form factors The Only Way tO

= Standard dump format 1
= Compatible with WindowsSCOPE and 3™ party tools assure eVldence

= Defeats anti-forensics with hardware access to DRAM integrity s
= Cryptographic integrity verification
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CaptureGUARD ExpressCard
Acquisition

Project Edit Options Tools Help
Structure Map [ nvestgate | Compare | [ Configure view
Project: Sample Project Ox4€372930 67 00 6C 00 65 00 49 00 GE 00 73 00 74 00 61 00 g.l.e.l.n.s.t.a. %
Sample Snapshot 3 (25 Jul 2011, 12:14:15) 0x48372940 6 00 63 00 65 00 00 00 00 00 00 00 SC 00 73 00 n.c.e ..
0x48372950 79 00 73 00 74 00 65 00 6D 00 33 00 32 00 38 00 y.s.t.e.m.3.2.;.
0x48372960 00 00 00 00 45 00 78 00 65 00 63 00 75 00 74 00 ....E.X.e.c.u.t.
0x48372970 65 00 00 00 S3 00 75 00 62 00 S3 00 79 00 73 00
0x48372980 74 00 65 00 €D 00 73 00 00 00 00 00 S3 00 65 00
0x48372990 73 00 73 00 69 00 6F 00 6E 00 20 00 4D 00 61 00
0x423729A0__ GE 00 61 00 67 00 65 00 72 00 00 00 25 00 30 00
0x48372980 34 00 7€ 00 00 00 00 00 25 00 30 00 32 00 78 00
0x483729C0 00 00 00 00 2C 00 20 00 25 00 77 00 73 00 00 00 ..
% |, Page Directory Ponter - avgchsvx.exe (488) 0x483729D0 25 00 75 00 00 00 00 00 GE 74 64 6C 6C 2E 64 6C
Processes 0x483729E0__ 6C 00 00 00 00 00 00 00 4E 00 6F 00 6E 00 2D 00
it Ml ovochwn.exe (400) 0x483729F0 44 00 4C 00 4C 00 20 00 66 00 69 00 6C 00 65 00
il sorexes (32) 0x48372A00 20 00 69 00 6E 00 63 00 6C 00 75 00 64 00 65 00

- |, smss.exe (456 LU Sm M SR e =
: (456) 0x48372A10 64 00 20 00 69 00 6E 00 20 00 4B 00 6E 00 6F 00

|1 Modues
5 L ntdl.dl 0x48372R20 77 00 6E 00 44 00 4C 00 4C 00 20 00 6C 00 69 00
smss.exe 0x48372A30 73 00 74 00 2E 00 00 00 S6 00 €S 00 72 00 69 00
0x48372A40 66 00 69 00 63 00 61 00 74 00 69 00 6F 00 6E 00
L. Stings 0x48372A50 20 00 6F 00 66 00 20 00 61 00 20 00 4B 00 6E 00
Symbols (IAT) 0x48372A60  6F 00 77 00 6E 00 44 00 4C 00 4C 00 20 00 66 00
Open Blus 0x48372A70 61 00 69 00 6C 00 65 00 64 00 2E 00 00 00 00 00
m:::s‘:::r" 0x48372A80 25 00 73 00 00 00 00 00 2E 00 65 00 76 00 65 00
ek 0x48372A90 00 00 00 00 20 00 00 00 25 00 77 00 SA 00 20 00 ..
5l System (4) 0x48372AR0 70 00 72 00 6F 00 67 00 72 00 61 00 6D 00 20 00 p.
Orivers 0x48372AB0 _ 6E 00 6F 00 74 00 20 00 66 00 6F 00 75 00 6E 00
- | hal.dl 0x48372AC0 64 00 20 00 2D 00 20 00 73 00 6B 00 69 00 70 00 d. .
# kdcom.dil 0x48372AD0 70 00 69 00 6E 00 &7 00 20 00 41 00 SS 00 S4 00 .1.n.9.
#- L, maupdate_Genunelntel.di  0x4B372AEQ___ 4F 00 43 00 48 00 45 00 43 00 4B 00 OA 00 00 00 O.C.E
- niovin.axe 0x48372AF0 25 00 64 00 2F 00 25 00 64 00 2F 00 25 00 64 00
m&ﬁ”m“"‘“ 0x48372B00 20 00 25 00 64 00 3A 00 25 00 64 00 3A 00 25 00
Opén Nebwock Sickets 0x48372B10 64 00 20 00 2D 00 20 00 50 00 46 00 52 00 4F 00
Open Registry Keys 0x48372B20 20 00 45 00 72 00 72 00 6F 00 72 00 3A 00 20 00

0x48372B30 25 00 77 00 SA 00 2C 00 20 00 25 00 77 00 SA 00 %.w.
0x48372B40 2C 00 20 00 30 00 78 00 25 00 7€ 00 OD 00 OA 00 .. .0.X.%.Xe00.s

101 University Drive, Amherst, MA 01002 Hardware Specification
TEL: (413) 549-0157 Low Profile PCle and ExpressCard 34 form factors
FAX: (413) 825-0217 Secured execution engine
Integrity protection of memory captures
E-mail: sales@windowsscope.com Cryptographic acceleration: SHA-1/256, 2048-bit RSA, 192-bit AES
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